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1 import "pe" 0.83MB
5f3cdact ndgm'’so uj's{w?9 2
3 rule testl T OKXl +32
runsetup: silentsetup completes, allowir 4 { 5/23/2024, 1:46:16 AM
o ) 5 strings:
system is online, delaying %d seconds. . " "on
6 $sigl = "pf9c\"c" nocase A
7n8_8y8  fel3zmt  ?'22-74 7 $sig2 = "cgvf|:" nocase
8 $sig3 = "kdvm/hxv5mklvhtgwwxvya==" nocase
502014213 kSl @1@8C 9 $sigd = "FFfjfffpfff<fff' FFF" nocase 77571
10 $sig5 = "59d4debe" nocase
RS s L= 11 $sig6 = "<6<f<v<b<h<" nocase
o g - . - ZQ Ar2 glo|Ea{z|
I ugse 204 ux3? N 12 $sig7 = "trickler.inf d/1 will be retried T S
13 $sig8 = "Swgid_" nocase
**x%x cancelled after dlg... ***** 14 $sig9 = "74,%5(" nocase COMCTL32.DLL GDI32.DLL NETAPI32.DLL SHELL32.DLL
15 $sigl® = "rgl~l.u" nocase
**forcing dropdeadx* $bnlxh 16 $Slgll - "t'pnjbn4" nocase USER32.DLL VERSION.DLL WININET.DLL WSOCK32.DLL

- BRI MR NS

Ay,

ofd EHXI7Is Ms

771

772

773

774

775

776

777

AlS (@] |
Al

tidmessagepartsp

<'<3<@<r<v<

6<6d6h6\6d6

= At

(tortusshellchangenotifierrenameitemevent

,c=z=a=!>

wsasendto

getlastactivepopup

=~

0 O
0z ¥

of okl ok 0k
Y Y Y Y

]
N

Y

AH MG
S

>
o) ==

=]

7Kt ALS|7H HRZ Bt Q= FH|Z JH

ol DS} 7| JHe

=4S Rl g

KOOKMIN UNIVERSITY

XI0IHEX| 7|2 GIPS 2 AI23

6,

* HyungBin Seo and MyungKeun Yoon.
"Generative intrusion detection and
prevention on data stream.”
32nd USENIX Security Symposium
(USENIX Security 23). 2023.
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